Quick Start Guide to Installing Your
SSL-Explorer Server using the UNIX
Tarball release

This article explains how to quickly set up a basic installation of SSL-Explorer using the UNIX
Tarball release for UNIX operating systems. By the end of this article the reader will have a fully
installed SSL-Explorer VPN server instance on their target machine.

Installation Prerequisites

The SSL-Explorer server requires the Java Runtime Environment (JRE) 5.0 to operate. This can
be downloaded freely from the Java website http://java.sun.com/j2se/1.5.0/download.jsp, and is
also available for download during the installation process. This is only a requirement on the
server side. Your clients can connect from any Java-enabled browser, including early versions of
Internet Explorer that use the Microsoft VM.

Clean installation
If this is a clean installation of the chosen operating system it is strongly recommended that all
service packs, updates, patches and hot-fixes be applied prior to installing SSL-Explorer.

Upgrade Installations

Simply follow these instructions to upgrade an existing installation of the UNIX Tarball release:

Step 1

Ensure that the SSL-Explorer service is not running by running the following command:
service sslexplorer stop (for Redhat based Linux)

Or

[etc/init.d/sslexplorer stop (For Ubuntu/Debian based Linux)

Go to the SSL-Explorer installation directory and make a copy of the conf and db directories,
place the copies of the directories in a safe location. Inside the copy of the conf directory go to
conf/repository/archives/, delete all zip files that begin with sslexplorer-community or sslexplorer-
enterprise.

Step 2
Now unzip the contents of the new release and install them over the current installation, allowing
it to overwrite all files.

Step 3

Now take the directories that were copied earlier and place them inside the new installation,
allowing these to overwrite the existing files. Now the SSL-Explorer service can be started. The
installation will be updated, however your old configuration will remain in place.



Installation of SSL-Explorer

This section explains the steps required when using the standard SSL-Explorer installer. The
process is identical for both Community and Enterprise editions of SSL-Explorer. Instructions for
installing the Source Code distribution of SSL-Explorer Community Edition can be found in the
3SP Knowledge Base,

http://3sp.com/kb/idx/63/167/article/How_do | install the source code.html.

Step 1

Ensure that the currently logged in account has the correct permissions to write files from an
archive to system directories. Locate the SSL-Explorer .tar.gr archive and extract the contents,
this can be done with the GUI or with the following command:

tar —xvzf sslexplorer_unix.tar.gz

Step 2

The SSL-Explorer program directory is extracted. The next stage is to install SSL-Explorer as a
service on the local system; this can be done by executing the appropriate service file with a
command looking as such:

/{path to sslexplorer}/sslexplorer/install/platforms/{OS}/install-service

The available options for the {OS} section are Linux, FreeBSD, Mac, Slackwear, Solaris,

Step 3

Now the Installation Wizard must be run to configure the server. Move into the new sslexplorer
directory and run the install-sslexplorer file, this can be done with the GUI or with the following
command

Jinstall-sslexplorer

The following screen is displayed while the Installation Mode starts

sslexpicrer

ENTERPRISE EDTION

- Creating setver - 8%

This in turn should, but not always, launch a web browser pointing to the setup mode. If this does
not occur within a few minutes you it can be forces manually by opening a browser and pointing it
to http://localhost:28080.




Step 4

The first part of the setup is to create an SSL Certificate for use with SSL-Explorer; in this setup a
new certificate will be created. Select the Create New Certificate option and click the Next button.
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process of configuring the basic options to get the SSL-Explorer secure service. When
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Step 1 - Configure Certificate » How do Timport an existing
You may cancel this wizard at certificate?
g‘zmiﬁ{tﬂﬁmg i In order to transmit data to and from the SSL-Explarer securely; you will need to generate an
SSL certificate. SSL certificates are used on the internet to verify the identity of a web server in

order to facilitate secure exchange of sensitive data such as credit card payments or online
banking transactions.

#  Create New Certificate

Choose this optian to generate a new untrusted certificate. This will be enough to
get your server up and running. You may later generate a Certificate Signing
Request (CSR) for transmission to a Certification Authority (CA).

€ Import Existing Certificate
If you already have a certificate (or keystore), you may use this option to import.

You will need to know the passphrase for the certificate / keystore you are
importing.
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Step 5

A passphrase will need to be set, which will be used to encrypt the generated keystore. The

passphrase must be at least 6 characters, once a valid passphrase has been entered, click the
Next button.
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Step 1 - Set Keystore Passphrase » What is a Keystore?

You may cancel this wizard at
gﬁ.iﬂi:&i{mg Eoiia When creating a new certificate, you must provide a passphrase to encrypt the generated

- keystore. This passphrase will be required if you wish to manipulate the keystore file with the
command line tools provided with Java.

« Passphrase: SSssesssss
» Confirm passphrase:  ssssssssss|
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Step 6

Now the details that will make up our untrusted certificate need to be given. Enter the valid
answers for the fields on the page and once complete click the Next button.
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Install

L_!_) Welcome to the SSL-Explorer installation wizard. You will now be guided through the process of configuring the basic
options to get the SSL-Explorer secure service. When complete, you should start the service, logon as the super user and
start building the facilities you will make available to your users. You may return to this wizard at any time.

Step 1 - Create New Certificate

Flease complete the details below to generate your untrusted certificate. You should consider getting this certificate signed.
You may cancel this wizard at
any time by clicking on the
Cancel button.

® Host name: localhost

® Organisational unit: ~ Documentation

= Company: 35P Ltd

® City: Nottingham
* State: Nottinghamshire
* Country Code GB
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Step 7

After creating the certificate, the type of user database you are going to use needs to be selected.
For the purposes of this guide a Built-in database will be created with only a Super User for the
time-being. Select the Built-in option and click the Next button.
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» What is LDAP?
» What is NIS?

Step 2 - Configure User Database

You may cancel this wizard at
gﬁ.iﬂi:&i{mg Eoiia Now select the mechanism by which SSL-Explorer obtains information about users and
performs authentication. By default there are 2 mechanisms available, Built-in and UNIX
although extensions may provide more. Some user databases may require further
configuration, Active Directory being one.

€ Active Directory

SSL-Explorer will integrate with your network's Active Directory server allowing
users to use the same logen credentials as they would use for other Windows
resources. Roles will map to your Active Directory groups.

& Built-in

SSL-Explorer will use its own internal database of users and groups. If you use this
User Database, you will also be able to create, edit and remove users and groups.
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Step 8

Now that a database has been selected the Super User account must be set. This is the first user
S0 a username and password must be supplied. An email address can also be entered to make
use of some of SSL-Explorers other features. After the details have been entered select Next.
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Welcome to the SSL-Explorer installation wizard. You will now be guided through the
process of configuring the basic options to get the SSL-Explorer secure service. When
complete, you should start the service, logon as the super user and start building the

facilities you will make available to your users. You may return to this wizard at any
time.
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Step 3 - Configure Super User
You may cancel this wizard at
g’;zmi:ztsr“[_mg Eoiia SSL-Explorer has a special user known as the Super User. By default, this user may always

logan from the localhost and is not subject to any of the usual logon contraints.

It is strongly recommended that you disable this user once you have completed configuring
SSL-Explorer and have delegated management rights to other users.

Please select the user you wish to configure as the super user. If the underlying user database

supports password changing you may also cenfigure the password (leave field blank if you do
not wish to change the password).

* Username: Super User
Email: superuser@3sp.cor
Password: sessesee

Confirm password: ssessess
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Step 9

Next, SSL-Explorer’'s web server options need to be configured. For the purposes of this guide
the settings will be left as default, click the Next button.
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Welcome to the SSL-Explorer installation wizard. You will now be guided through the
process of configuring the basic options to get the SSL-Explorer secure service. When
complete, you should start the service, logon as the super user and start building the
facilities you will make available to your users. You may return to this wizard at any

time.

Step 4 - Configure Web Server
You may cancel this wizard at
gﬁ.iﬂi:&i{mg Eoiia All clients connect to SSL-Explorer's built in HTTPS server. This page allows you to configure
. the basic operation of the web server.
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Step 10

SSL-Explorer will need to be configured to operate through any proxies that may be between
SSL-Explorer and external hosts or resources. In this guide no proxies will be configured, but
documentation can be found in the Administrators guide. Click the Next button to continue.
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&y".:el butyt(m - Depending on your network configuration, you may need to use a proxy server.

™ use HTTP proxy server for web connections

Hostname:
Port:
Username:
Password:
Hostname Selected
Non Proxy Hosts:
@ Add
@ Remove
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Step 11

If SSL-Explorer Enterprise Edition has been purchased, the license can be uploaded here. If no
license is available at this time, for the first installation SSL-Explorer provides a free evaluation
license. Contact sales@3sp.com where advice and licenses can be provided. Click Next.
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Step 6 - Install SSL-Explorer Enterprise Edition
You may cancel this wizard at
:;Lf::rllehﬁzt;tfkmg e Complementing the open source product, SSL-Explorer Enterprise Edition is designed for those
organizations who require enhanced features and dedicated commercial support. This service
provides you with additional software and pricing is based upon the number of concurrent
users that will use the VPN.

SSL-Explorer Enterprise Edition is installed.

If you wish to upload a license, locate the license file provided to you by 35P using the Browse
button.

Browse
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Step 12
A summary of the installation is now displayed, where there is an opportunity to review the
selections and the details that have been entered. If any changes need to be made, then any of
the previous pages can be returned to by clicking Previous. Click the Finish button.
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Install Li’ Welcome to the SSL-Explorer installation wizard. You will now be guided through the process of configuring the basic
 Configure Certificate options to get the SSL-Explorer secure service. When complete, you should start the service, logon as the super user and
" Configure User Database start building the facilities you will make available to your users. You may return to this wizard at any time.
. Configure Super User
. Configure Web Server
. Configure Proxies

Install Enterprise Edition step 7- Summary
. Summary

e The installation wizard is now complete and is ready to apply the settings.
any time by clicking on the

Cancel button. Certificate
Create a new untrusted certificate
User Database

Name: Built-in
Web Server

Port: 443
Protocol: https
Listening Interfaces: 0.0.0.0
Valid External Hostnames: Any
Proxy Servers

HTTP: Disabled
Extensions To Install

No extensions will be installed
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Step 13

SSL-Explorer will now process the information entered, setup the server details, and create the
user database. A progress bar is also displayed advising of progress.
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Step 14

Once all information has been processed and the server information has been configured, a final
page is displayed that informs if the process was successful or if it failed. If it failed, the location
and reason for the failure will be shown. If everything passes with no problems then click the Exit
Install button.
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Install

e }J Welcome to the SSL-Explorer installation wizard. You will now be guided through the process of canfiguring the basic
options to get the SSL-Explorer secure service. When complete, you should start the service, logon as the super user and
start building the facilities you will make available to your users. You may return to this wizard at any time.

Install Complete
The installation of SSL-Explorer is now complete. Flease review any information below.

& New certificate created.
& User database configured.
& Super user created.

& Super user password set.
& Web server configured.
& Proxy servers configured.

All steps completed OK. Click Exit Install to leave the installation wizard.

Exit Install
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Step 15
The Installation mode will now exit.
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Installer Complete
The SSL-Explarer installer is exiting. When the timer below reaches zero, you may then start the SSL-Explarer service. Flease refer ta the documentation on
how to do this on your platform.

Bxited Installer. You may now
restart the service
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Step 18

The installation is complete but the service is not yet running. To start the service on a Linux
installation, simply open a terminal/shell console and enter the following command:

service sslexplorer start (for Redhat based Linux)

Or

[etc/init.d/sslexplorer start (For Ubuntu/Debian based Linux)

Step 19
Now that the service has been started allow a few seconds for everything to start-up, open a
browser and connect to the system using https://servername.domain.com.
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\-; Welcome to SSL-Explorer! A secure gateway to your network.
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