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NAME
curl_easy_setopt - set options for a curl easy handle

SYNOPSIS
#include <curl/curl.h>

CURLcode curl_easy_setopt(CURL *handle, CURLoption option, parameter);

DESCRIPTION
curl_easy_setopt() is used to tell libcurl vhato behare. By using the appropriate options to
curl_easy_setoptyou can change libcud'behavior. All options are set with theption followed by a
parameter That parameter can be a long, a function pointer or an object peihtlpending on what the
specific option gpects. Read this manual carefully as bad inplies may cause libcurl to befkabadly!
You can only set one option in each function call. A typical application useg coaneasy_setopt() calls
in the setup phase.

Options set with this function call arelid for all forthcoming transfers performed using thédle The
options are not in gnway reset between transfers, so if yoanwvsubsequent transfers withfeent
options, you must change them between the transfers.

NOTE: strings passed to libcurl as 'char *gaments, will not be copied by the libratgstead you should
keep them wailable until libcurl no longer needs themailing to do so will causeery odd behaor or
even crashes. libcurl will need them until you call curl_easy_cleanup() or you set the same ogitoto ag
use a diferent pointer

Thehandleis the return code fromaurl_easy_init(3)or curl_easy_duphandle(&gll.

BEHAVIOR OPTIONS
CURLOPT_VERBOSE
Set the parameter to non-zero to get the library to display a l@rbbse information about its
operations. ¥ry useful for libcurl and/or protocol dafpging and understanding. Therlkose
information will be sent to stdemr the stream set with CURLOPT_STDERR.

You hardly ever want this set in production use, you will almoswvajs want this when you
delug/report problems. Another neat option foruatgding is theCURLOPT_DERIGFUNCTION

CURLOPT_HEADER
A non-zero parameter tells the library to include the header in the body output. This is only rele-
vant for protocols that actually ti@ headers preceding the data ¢liMTTP).

CURLOPT_NOPRGRESS
A non-zero parameter tells the library to shiittbé huilt-in progress meter completely

NOTE: future \ersions of libcurl is likly to not hae any huilt-in progress meter at all.

CURLOPT_NOSIGML
Pass a long. If it is non-zero, libcurl will not useyafunctions that install signal handlers olyan
functions that cause signals to be sent to the process. This option is mainly hene taudtilo

threaded unix applications to still set/use all timeout options etc, without risking getting signals.
(Added in 7.10)

Consider hilding libcurl with ares support to enable asynchronous DNS lookups. It enables nice
timeouts for name resag without signals.

CALLBACK OPTIONS
CURLOPT_WRITEFUNCTION
Function pointer that should match the fallog prototype:size t function( void *ptr, size t
size, size t nmemb, void *stream); This function gets called by libcurl as soon as there is data
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reveiced that needs to bewsd. The size of the data pointed to pir is size multiplied with
nmemb it will not be zero terminated. Return the number of bytes actuakgntalire of. If that
amount difers from the amount passed to your functiot, signal an error to the library and it
will abort the transfer and retu@URLE_WRITE_ERBR

Set thestreamargument with theCURLOPT_WRITERTA option.

NOTE: you will be passed as much data as possible in\aiké&s, tut you cannot possibly mak
ary assumptions. It may be one byte, it may be thousands. The maximum amount of data that can
be passed to the write callback is defined in the curl.h header file: CURL_MAX_ WRITE_SIZE.

CURLOPT_WRITEDATA
Data pointer to pass to the file write function. Note that if you speciffCtheLOPT_WRITE-
FUNCTION this is the pointer yoll’get as input. If you dot’use a callback, you must pass a
'FILE *' as libcurl will pass this to fwrite() when writing data.

NOTE: If you're using libcurl as a win32 DLL, you MUST use t8&JRLOPT_WRITEFUNC-
TION if you set this option or you willxperience crashes.

This option is also knen with the older nam€URLOPT_FILE the nameCURLOPT_WRITE-
DATAwas introduced in 7.9.7.

CURLOPT_READFUNCTION
Function pointer that should match the fallog prototype:size t function( void *ptr, size t
size, size t nmemb, void *stream); This function gets called by libcurl as soon as it needs to read
data in order to send it to the peBne data area pointed at by the poimiemay be filled with at
mostsizemultiplied withnmembnumber of bytes. &ur function must return the actual number of
bytes that you stored in that memory area. Returning O will signal end-of-file to the library and
cause it to stop the current transfer

CURLOPT_READIATA
Data pointer to pass to the file read function. Note that if you specifCtHRLOPT_READ-
FUNCTION this is the pointer yoil'get as input. If you dot’specify a read callback, this must
be aalid FILE *.

NOTE: If you're using libcurl as a win32 DLL, you MUST use€C&RLOPT_READFUNCTION
if you set this option.

This option is also knen with the older nam€URLOPT_INFILE the nameCURLOPT_READ-
DATAwas introduced in 7.9.7.

CURLOPT_PROGRESSFUNCTION
Function pointer that should match tterl_progress_callbak prototype found in<curl/curl.h>.
This function gets called by libcurl instead of its internal edlent with a frequent inteal during
data transfer Unknovn/unused ajument alues will be set to zero (Ekif you only davnload
data, the upload size will remain 0). Returning a non-zaioevfrom this callback will cause
libcurl to abort the transfer and retyRLE_ ABORTED_BY_CALIEK.

Also note thatCURLOPT_NOPRGRESSnust be set to A SE to male this function actually
get called.

CURLOPT_PROGRESSATA
Pass a pointer that will be untouched by libcurl and passed as the diushemt in the progress
callback set wittCURLOPT_PRGRESSFUNCTION

CURLOPT_HEADERFUNCTION
Function pointer that should match the fallng prototype:size_t function( void *ptisize_t size
size_t nmemb, void *&am); This function gets called by libcurl as soon as there isvettei
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header data that needs to be writtewmloThe headers are guaranteed to be written one-by-one
and only complete lines are writterarBing headers should be easy enough using this. The size of
the data pointed to bgtr is sizemultiplied with nmemb The pointer namedtreamwill be the

one you passed to libcurl with tH@URLOPT_WRITEHEADERption. Returnthe number of
bytes actually written or return -1 to signal error to the library (it will cause it to abort the transfer
with aCURLE_WRITE_ERBRreturn code).

CURLOPT_WRITEHEADER
Pass a pointer to be used to write the header part of thevedaita to. If you dort’use your avn
callback to tak care of the writing, this must be alid FILE *. See also th€URLOPT_HEAD-
ERFUNCTIONoption ab@e a how to st a custom get-all-headers callback.

CURLOPT_DERJGFUNCTION
Function pointer that should match the faling prototype:int curl_delug_callba& (CURL *,
curl_infotype char *, size t, void *); CURLOPT_DHBGFUNCTION replaces the standard
dehlug function used wheGURLOPT_VERBOSEHs in efect. This callback receés debug infor
mation, as specified with theurl_infotype agument. This funtion must return OChe data
pointed to by the char * passed to this function WILLTNG2 zero terminated, it will be exactly
of the size as told by the size_gament.

Available curl_infotype alues:

CURLINFO_TEXT
The data is informationalsxte

CURLINFO_HEADER_IN
The data is header (or headike) data receed from the peer

CURLINFO_HEADER_OUT
The data is header (or headike) data sent to the peer

CURLINFO_DATA_IN
The data is protocol data reeed from the peer

CURLINFO_DATA_OUT
The data is protocol data sent to the peer

CURLOPT_DEBJGDATA
Pass a pointer to whater you want passed in to yo@URLOPT_DEB/GFUNCTIONIn the last
void * argument. This pointer is not used by libcurl, it is only passed to the callback.

CURLOPT_SSL_CTX_FUNCTION
Function pointer that should match the fallng prototype:CURL code sslctxfun(CURL *curl,
void *sdlctx, void *parm); This function gets called by libcurl just before the initialization of an
SSL connection after kiang processed all other SSL related options @ @ hst chance to an
application to modify the bekimur of openss$ sl initilaization. Thesslctxparameter is actually
a pointer to an opens$SL_CTXIf an eror is returned no attempt to establish a connection is
made and the perform operation will return the error code from this callback fun&gtrthe
parm amgument with theCURLOPT_SSL_CTX AJA option. This option ws introduced in
7.11.0.

NOTE: To use this properlya ron-trivial amount of knwledge of the openssl libraries is neces-
sary Using this function allevs for example to use openssl callbacks to add additioalidation
code for certificates, and@n to change the actual URI of an HTTPS requesaieple used in the
[ib509 test case)See also thexample section for a replacement of they lcertificate and trust
file settings.

CURLOPT_SSL_CTX_BTA
Data pointer to pass to the ssl comteallback set by the optioBURLOPT_SSL_CTX_FUNC-
TION, this is the pointer yoil’get as third parametestherwiseNUL L. (Added in 7.11.0)
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ERROR OPTIONS
CURLOPT_ER®RBUFFER
Pass a char * to auffer that the libcurl may store human readable error messages in. This may be
more helpful than just the return code from the libhrafhe hiffer must be at least
CURL_ERPOR_SIZE big.

UseCURLOPT_VERBOSENdCURLOPT_DEBIGFUNCTIONto better debg/trace wly errors
happen.

Note: if the library does not return an errtite tuffer may not hee keen touched. Do not rely on
the contents in those cases.

CURLOPT_STDERR
Pass a FILE * as parametefell libcurl to use this stream instead of stderr whenwiigp the
progress meter and displayi@@RLOPT_VERBOSHata.

CURLOPT_RILONERROR
A non-zero parameter tells the library tilfsilently if the HTTP code returned is equal to or
larger than 300. The dadilt action vauld be to return the page normallynoring that code.

NETWORK OPTIONS
CURLOPT_URL
The actual URL to deal with. The parameter should be a char * to a zero terminated string. The
string must remain present until curl no longer needs it, as it d@egy’'the string.

NOTE: this option is (the only one) required to be set befaré easy_perform(3p called.

CURLOPT_PROXY
Set HTTP proxy to use. The parameter should be a char * to a zero terminated string holding the
host name or dotted IP address.gbecify port number in this string, append :[port] to the end of
the host name. The proxy string may be pesfiwith [protocol]:// since ansuch prefix will be
ignored. The proxyg port number may optionally be specified with the separate oglldR-
LOPT_PROXYPORT

NOTE: when you tell the library to use a HTTP proiipcurl will transparently corert opera-
tions to HTTP een if you specify a FTP URL etc. This mayeaan impact on what other features
of the library you can use, such@JRLOPT_QOTE and similar FTP specifics that domiork
unless you tunnel through the HTTP progych tunneling is actated with CURLOPT_HTTP-
PROXYTUNNEL

NOTEZ2: libcurl respects the gironment \ariableshttp_proxy, ftp_proxy, all_proxy etc, if ary
of those is set.

CURLOPT_PROXYPORT
Pass a long with this option to set the proxy port to connect to unless it is specified in the proxy
string CURLOPT_PRXY.

CURLOPT_PRXYTYPE
Pass a long with this option to set type of the profyailable options for this ar€CURL-
PROXY_HTTPandCURLPROXY_SOCKSHwith the HTTP one being dadilt. (Added in 7.10)

CURLOPT_HTTPPRXYTUNNEL
Set the parameter to non-zero to get the library to tunnel all operations througim &Gi' P
proxy. Note that there is a big f&frence between using a proxy and to tunnel through it. If you
don't know what this means, you probably dowant this tunneling option.

CURLOPT_INTERRCE
Pass a char * as paramet@his set the intedice name to use as outgoing ratwinteriace. The
name can be an intade name, an IP address or a host name.
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CURLOPT_DNS_CAHE_TIMEOUT
Pass a long, this sets the timeout in seconds. Name esselM be lept in memory for this num-
ber of seconds. Set to zero (0) to completely disable caching, or set to -1ddhmalached
entries remain forer. By default, libcurl caches info for 60 seconds.

CURLOPT_DNS_USE_GLORL_CACHE
Pass a long. If the alue is non-zero, it tells curl to use a global DNS cache that willv&urvi

between easy handle creations and deletions. This is not thread-safe and this will use arglobal v
ble.

CURLOPT_BJFFERSIZE
Pass a long specifying your prefered size for the kechiffer in libcurl. The main point of this
would be that the write callback gets called more often and with smaller chunks. This is just

treated as a request, not an ortfeu cannot be guaranteed to actually get thengiize. (Added
in 7.10)

NAMES and PASSWORDS OPTIONS (Authentication)
CURLOPT_NETRC
This parameter controls the preference of libcurl between using user names aratqsafg®m
your "/.netr file, relatve o user names and passss in the URL supplied witSURLOPT_URL

Note: libcurl uses a user name (and supplied or prompted padsvsupplied withCUR-
LOPT_USERPWIn preference to anof the options controlled by this parameter

Pass a long, set to one of thalwes described belo

CURL_NETRC_OPTIOML
The use of youf/.netr file is optional, and information in the URL is to be preferred.
The file will be scanned with the host and user name (to find the qralsenly) or with
the host onlyto find the first user name and paestvafter thatmadine which ever
information is not specified in the URL.

Undefined alues of the option will hee this efect.

CURL_NETRC_IGNORED
The library will ignore the file and use only the information in the URL.

This is the dedult.

CURL_NETRC_REQ®IRED
This walue tells the library that use of the file is required, to ignore the information in the
URL, and to search the file with the host only
Only machine name, user name and pasdware takn into account (init macros and similar things dren’
supported).

Note: libcurl does not grify that the file has the correct properties set (as the standard Unix ftp client does).
It should only be readable by user
CURLOPT_NETRC_FILE
Pass a char * as parametpointing to a zero terminated string containing the full path name to the
file you want libcurl to use as .netrc file. If this option is omitted, and CURLOPT_NETRC is set,
libcurl will attempt to find the a .netrc file in the current useome directory(Added in 7.10.9)
CURLOPT_USERPWD

Pass a char * as parametahich should be [user name]:[pagswd] to use for the connection. Use
CURLOPT_HTTRUTH to decide authentication method.

When using HTTP an@URLOPT_FOLL@/LOCATION, libcurl might perform seeral requests
to possibly diferent hosts. libcurl will only send this user and passvinformation to hosts using
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the initial host name (unlesSURLOPT_UNRESTRICTEDUAH is set), so if libcurl follavs
locations to other hosts it will not send the user and pasistv those. This is enforced to yest
accidental information leakage.

CURLOPT_PRXYUSERPWD
Pass a char * as parametahich should be [user name]:[passd] to use for the connection to
the HTTP proxy UseCURLOPT_PRXYAUTH to decide authentication method.

CURLOPT_HTTRUTH
Pass a long as parametevrhich is set to a bitmask, to tell libcurl what authentication method(s)
you want it to use. Thevailable bits are listed bela If more than one bit is set, libcurl will first
guery the site to see what authentication methods it supports and then pick the best onesyou allo
it to use. Note that for some methods, this will inducexdraeaetvork round-trip. Set the actual
name and passwd with theCURLOPT_USERPWDption. (Added in 7.10.6)

CURLAUTH_BASIC
HTTP Basic authentication. This is the a@gf choice, and the only method that is in
wide-spread use and supported virtuallgrgwhere. This is sending the user name and
passverd over the netvark in plain tet, easily captured by others.

CURLAUTH_DIGEST
HTTP Digest authenticatiorDigest authentication is defined in RFC2617 and is a more
secure wy to do authenticationver public networks than the gular old-Bshioned
Basic method.

CURLAUTH_GSSNEGQOIATE
HTTP GSS-Ngotiate authentication. The GSSddtiate (also knan as plain "Ngoti-
ate") method &s designed by Microsoft and is used in their web aplications. It is primar
ily meant as a support forefberos5 authenticatiorubmay be also used along with
another authentication methodsorFmore information see IETF draft draft-brezak-
spnego-http-04.txt.

NOTE that you need touild libcurl with a suitable GSS-API library for this tavk.

CURLAUTH_NTLM
HTTP NTLM authentication. A proprietary protocolvemted and used by Microsoft. It
uses a challenge-response and hash concept similar to Digestyedat pne passerd
from being ®esdropped.

NOTE that you need touild libcurl with SSL support for this option toonk.

CURLAUTH_ANY
This is a comenience macro that sets all bits and thus esdlbcurl pick aw it finds suit-
able. libcurl will automaticly select the one it finds most secure.

CURLAUTH_ANYSAFE
This is a comenience macro that sets all bitscept Basic and thus me libcurl pick
ary it finds suitable. libcurl will automaticly select the one it finds most secure.

CURLOPT_PROXYAUTH
Pass a long as parametevrhich is set to a bitmask, to tell libcurl what authentication method(s)
you want it to use for your proxy authenticatiolf.more than one bit is set, libcurl will first query
the site to see what authentication methods it supports and then pick the best onewiuallo
use. Note that for some methods, this will inducexraeetvork round-trip. Set the actual name
and passward with theCURLOPT_PRXYUSERPWIDption. The bitmask can be constructed by
or'ing together the bits listed ab® for the CURLOPT_HTTRUTH option. As of this writing,
only Basic and NTLM wrk. (Added in 7.10.7)
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HTTP OPTIONS
CURLOPT_ENCODING
Sets the contents of the Accept-Encoding: header sent in an HTTP request, and enables decoding
of a response when a Content-Encoding: header isredceThreeencodings are supportdden-
tity, which does nothingjeflatewhich requests the sawto compress its response using the zlib
algorithm, andgzip which requests the gzip algorithnif a zero-length string is set, then an
Accept-Encoding: header containing all supported encodings is sent.

This is a request, not an order; the semmay or may not do itThis option must be set (toyn
non-NULL value) or else anunsolicited encoding done by the sarvs ignored. See the special
file lib/README.encoding for detalils.

CURLOPT_FOLLQVLOCATION
A non-zero parameter tells the library to fell@ny Location: header that the sersends as part
of a HTTP header

NOTE: this means that the library will re-send the same request on wh&aoation and folla/
nev Location: headers all the ay untii no more such headers are return€@UR-
LOPT_MAXREDIR®an be used to limit the number of redirects libcurl will fallo

CURLOPT_UNRESTRICTED_MATH
A non-zero parameter tells the library it can continue to send authentication (useorgasdven
following locations, ¥en when hostname changed. Note that this is meaningful only when setting
CURLOPT_FOLLGV/LOCATION.

CURLOPT_MAXREDIRS
Pass a long. The set number will be the redirection limit. If thatymmedirections hee keen fol-
lowed, the net redirect will cause an erroCURLE_TOO_MANY_REDIRECTSThis option
only males sense if thEURLOPT_FOLL@/LOCATION s used at the same time.

CURLOPT_PUT
A non-zero parameter tells the library to use HTTP PUT to transfer data. The data should be set
with CURLOPT_READBTA andCURLOPT_INFILESIZE

CURLOPT_POST
A non-zero parameter tells the library to do gular HTTP post. This is a normal application/x-
www-form-urlencoded kind, which is the most commonly used one by HTML forms. See the
CURLOPT_POSTFIELD®ption for hav to gecify the data to post anGURLOPT_POST
FIELDSIZEin how to st the data size. Using ti@JRLOPT_POSTFIELD®ption implies this
option.

CURLOPT_POSTFIELDS
Pass a char * as parameterhich should be the full data to post in a HTTP post operation. Y
need to mak wure that the data is formatted thaywou want the serer to recaie it. libcurl will
not corvert or encode it for you. Most web serg will assume this data to be url-encodexkeT
note.

This POST is a normal application/x-www-form-urlencoded kind (and libcurl will set that Con-
tent-Type by deéult when this option is used), which is the most commonly used one by HTML
forms. See also theCURLOPT_POST Using CURLOPT_POSTFIELDSimplies CUR-
LOPT_POST

Note: to male multipart/formdata posts (aka rfc1867-posts), check outG&RLOPT_HTTP-
POSToption.

CURLOPT_POSTFIELDSIZE
If you want to post data to the serwvithout letting libcurl do a strlen() to measure the data size,
this option must be used. When this option is used you can post fully binary data, which otherwise
is likely to fail. If this size is set to zero, the library will use strlen() to get the size.
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CURLOPT_HTTPPOST

Tells libcurl you want a multipart/formdata HTTP POST to be made and you instruct what data to
pass on to the seaw Pass a pointer to a lilkl list of HTTP post structs as paramef&ne linked

list should be a fully alid list of 'struct HttpPost’ structs properly filled in. The best and most ele-
gant way to do this, is to useurl_formadd(3)as documented. The data in this list must remain
intact until you close this curl handleaag withcurl_easy_cleanup(3)

CURLOPT_REFERER

Pass a pointer to a zero terminated string as paranetéll be used to set the Referer: header in
the http request sent to the remote sefthis can be used to fool serg or scripts. du can also
set ai custom header wit€RURLOPT_HTTPHEADER

CURLOPT_USER&SENT

Pass a pointer to a zero terminated string as paramniéteill be used to set the Uségent:
header in the http request sent to the remotesditvis can be used to fool serg or scripts. du
can also set grcustom header wit€RURLOPT_HTTPHEADER

CURLOPT_HTTPHEADER

Pass a pointer to a lirdd list of HTTP headers to pass to the eeia your HTTP request. The
linked list should be a fully alid list of struct curl_dlist structs properly filled in. Use
curl_slist_append(3jo create the list andurl_slist_fiee_all(3)to clean up an entire list. If you

add a header that is otherwise generated and used by libcurl inteynalyadded one will be

used instead. If you add a header with no contents as in 'Accept:’ (no data on the right side of the
colon), the internally used header will get disabled. Thus, using this option you camaushde

ers, replace internal headers and reeninternal headers. The headers included in thedirlist

must not be CRLF-terminated, because curl adds CRLF after each headesibera.t& comply

with this will result in strangeugs because the serwvill most likely ignore part of the headers

you specified.

The first line in a request (usually containing a GET or POST) is not a header and cannot be
replaced using this option. Only the lines fallog the request-line are headers.

NOTE:The most commonly replaced headersveha'shortcuts” in the optionsCUR-
LOPT_COOKIE CURLOPT_USERBENTandCURLOPT_REFERER

CURLOPT_HTTP200ALIASES

Pass a pointer to a lirdd list of aliases to be treated adidv HTTP 200 responsessome serars
respond with a custom header response Ilifge.example, IceCast sesvs respond with "ICY 200
OK". By including this string in your list of aliases, the response will be treated @gldW TP
header line such as "HTTP/1.0 200 OK". (Added in 7.10.3)

The linked list should be a fullyalid list of struct curl_slist structs, and be properly filled iise
curl_slist_append(3jo create the list anclirl_slist_fiee_all(3)to clean up an entire list.

NOTE:The alias itself is not parsed foryawersion strings.So if your alias is "MYHTTP/9.9",
Libcurl will not treat the serr as responding with HTTRession 9.9.Instead Libcurl will use the
value set by optiolCURLOPT_HTTP_VERSION

CURLOPT_COOKIE

libcurl 7.11.0

Pass a pointer to a zero terminated string as paranieteill be used to set a cookie in the http
request. The format of the string should b&ME=CONTENTS, where KME is the cookie
name and CONTENTS is what the cookie should contain.

If you need to set mulitple cookies, you need to set them all using a single option and thus you

need to concat them all in one single string. Set multiple cookies in one stringhibk
"namel=contentl; name2=content2;" etc.
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Using this option multiple times will only makhe latest string\eerride the preiously ones.

CURLOPT_COOKIEFILE
Pass a pointer to a zero terminated string as paramet@rould contain the name of your file
holding cookie data to read. The cookie data may be in Netscape / Mozilla cookie data format or
just regular HTTP-style headers dumped to a file.

Given an empty or non-gisting file, this option will enable cookies for this curl handle, making it
understand and parse re@ei cookies and then use matching cookies in future request.

CURLOPT_COOKIEAR
Pass a file name as char *, zero terminated. This willerifleurl write all internally knan cook-
ies to the specified file whemurl_easy cleanup(3} called. If no cookies are kwa, no file will
be created. Specify "-" to insteadvleahe cookies written to stdout. Using this option also enables
cookies for this session, so if you fotaeple follav a location it will male matching cookies get
sent accordingly

NOTE: If the cookie jar file can’be aeated or written to (when the curl_easy cleanup() is
called), libcurl will not and cannot report an error for this. USi4RLOPT_VERBOSEr CUR-
LOPT_DEBRJGFUNCTIONwiIll get a warning to displaybut that is the only visible feedback you
get about this possibly lethal situation.

CURLOPT_TIMECONDITION
Pass a long as paramet&his defines ha the CURLOPT_TIMEYALUE time \alue is treated. &
can set this parameter ©6URL_TIMECOND_IFMODSINCEor CURL_TIMECOND_IFUN-
MODSINCE This is a HTTP-only feature.

CURLOPT_TIMENALUE
Pass a long as paramet@&his should be the time in seconds since 1 jan 1970, and the time will be
used in a condition as specified WEWRLOPT_TIMECONDITION

CURLOPT_HTTPGET
Pass a long. If the long is non-zero, this forces the HTTP request to get back t©@¥ Teally
usable if POSTPUT or a custom requestVebeen used préously using the same curl handle.

CURLOPT_HTTP_VERSION
Pass a long, set to one of thalwes described belo They force libcurl to use the specific HTTP
versions. This is not sensible to do unless yoteteagod reason.

CURL_HTTP_VERSION_NONE
We dbon't care about whatersion the library uses. libcurl will use whegeit thinks fit.

CURL_HTTP_VERSION_1_0
Enforce HTTP 1.0 requests.

CURL_HTTP_VERSION_1_1
Enforce HTTP 1.1 requests.

FTP OPTIONS
CURLOPT_FTPPOR
Pass a pointer to a zero terminated string as paranetetl be used to get the IP address to use
for the ftp POR instruction. The PORinstruction tells the remote sento connect to our speci-
fied IP address. The string may be a plain IP address, a host name, ark matieviace name
(under Unix) or just a -’ letter to let the library use your systemaudefP address. Datilt FTP
operations are pass| and thus van't use POH.

You disable POR again and go back to using the pagsvesion by setting this option to NULL.

CURLOPT_QJOTE
Pass a pointer to a lirdd list of FTP commands to pass to the eeprior to your ftp request. This
will be done before gnother FTP commands are issuedefebefore the CWD command). The
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linked list should be a fullyalid list of to append strings (commands) to the list, and clear the
entire list aftenards withcurl_slist_fiee_all(3) Disable this operation agn by setting a NULL to
this option.

CURLOPT_POSTQOTE
Pass a pointer to a lirdd list of FTP commands to pass to the eeafter your ftp transfer request.
The linked list should be a fullyalid list of struct curl_slist structs properly filled in as described
for CURLOPT_QJIOTE. Disable this operation af by setting a NULL to this option.

CURLOPT_PRE®@OTE
Pass a pointer to a lirdd list of FTP commands to pass to the eeafter the transfer type is set.
The linked list should be a fullyalid list of struct curl_slist structs properly filled in as described
for CURLOPT_QJIOTE. Disable this operation af by setting a NULL to this option.

CURLOPT_FTPLISONLY
A non-zero parameter tells the library to just list the names of an ftp direictsigad of doing a
full directory listing that wuld include file sizes, dates etc.

This causes an FTP NLST command to be sBetvare that some FTP sagts list only files in
their response to NLSThey might not include subdirectories and symbolic links.

CURLOPT_FTRPPEND
A non-zero parameter tells the library to append to the remote file insteadnofite it. This is
only useful when uploading to a ftp site.

CURLOPT_FTP_USE_EPR
Pass a long. If the alue is non-zero, it tells curl to use the HP@nd LPR) command when
doing actve FTP davnloads (which is enabled lURLOPT_FTPPORJT Using EPR means
that it will first attempt to use EARand then LPR before using POR hut if you pass ALSE
(zero) to this option, it will not try using EFRr LPRT, only plain POR. (Added in 7.10.5)

CURLOPT_FTP_USE_EPSV
Pass a long. If the alue is non-zero, it tells curl to use the EPSV command when doingeassi
FTP davnloads (which it avays does by deiult). Using EPSV means that it will first attempt to
use EPSV before usingABV, but if you pass ALSE (zero) to this option, it will not try using
EPSV only plain FASV.

CURLOPT_FTP_CRERE_MISSING_DIRS
Pass a long. If thealue is non-zero, curl will attempt to create aamote directory that itfls to
CWD into. CWD is the command that changesking directory (Added in 7.10.7)

CURLOPT_FTP_RESPONSE_TIMEOUT
Pass a long.Causes curl to set a timeout period (in seconds) on the amount of time thatehe serv
is alloved to tale in order to generate a response message for a command before the session is
considered hung.Note that while curl is witing for a response, thisae werrides CUR-
LOPT_TIMEOUT It is recommended that if used in conjunction Wit RLOPT_TIMEOUTyou
set CURLOPT_FTP_RESPONSE_TIMEOUWd a ‘alue smaller thanrCURLOPT_TIMEOUT
(Added in 7.10.8)

PROTOCOL OPTIONS
CURLOPT_TRANSFEREXT
A non-zero parameter tells the library to use ASCII mode for ftp transfers, instead ofahk def
binary transferFor LDAP transfers it gets the data in plaimttenstead of HTML and for win32
systems it does not set the stdout to binary mode. This option can be usable when transterring te
data between systems withfdient vievs on certain characters, such awlivees or similar

CURLOPT_CRLF
Corvert Unix newnlines to CRLF nwlines on transfers.

libcurl 7.11.0 22 Jan 2004 10



curl_easy_setopt(3) libcuMianual curl_easy_setopt(3)

CURLOPT_RANGE
Pass a char * as parametahich should contain the specified range yantv It should be in the
format "X-Y", where X or Y may be left out. HTTP transfers also suppegrakintenals, sepa-
rated with commas as itX-Y,N-M". Using this kind of multiple intemls will cause the HTTP
sener to send the response document in pieces (using standard MIME separation techniques).

CURLOPT_RESUME_FRM
Pass a long as parametdir contains the déet in number of bytes that youant the transfer to
start from.

CURLOPT_RESUME_FRM_LARGE
Pass an df t as parameteit contains the déet in number of bytes that youant the transfer to
start from. This does not yet supporgkafiles on \ihdows. (Added in 7.11.0)

CURLOPT_CUSDMREQUEST
Pass a pointer to a zero terminated string as paranieteill be user instead of GET or HEAD
when doing a HTTP request, or instead of LIST or NLST when doing an ftp directory listing. This
is useful for doing DELETE or other more or less obscure HTTP requestgs. ddahis at will,
malke dre your serer supports the command first.

NOTE: mary people hae wongly used this option to replace the entire request with their o
including multiple headers and POST contents. While that might im mary cases, it will cause
libcurl to send imalid requests and it could possibly confuse the remoteeséadly Use CUR-
LOPT_POSTandCURLOPT_POSTFIELD® set POST data. USURLOPT_HTTPHEADER
replace or ¥tend the set of headers sent by libcurl. Q&RLOPT_HTTP_VERSION change
HTTP wersion.

CURLOPT_FILETIME
Pass a long. If it is a non-zer@le, libcurl will attempt to get the modification date of the remote
document in this operation. This requires that the remoterseends the time or replies to a time
querying command. Theurl_easy_gtinfo(3)function with theCURLINFO_FILETIMEargument
can be used after a transfer xract the receied time (if ary).

CURLOPT_NOBOLY
A non-zero parameter tells the library to not include the body-part in the output. This is only rele-
vant for protocols that he sparate header and body parts. On HTTP(Skeserthis will mak
libcurl do a HEAD request.

CURLOPT_INFILESIZE
When uploading a file to a remote site, this option should be used to tell libcurl whepéoted
size of the infile is. This alue should be passed as a long. See @IIRLOPT_INFILE-
SIZE_LARGE

CURLOPT_INFILESIZE_LARGE
When uploading a file to a remote site, this option should be used to tell libcurl whapéioted
size of the infile is.This value should be passed as ah ©fThis does not yet support dgr files
on Windows. (Added in 7.11.0)

CURLOPT_UPL®&D
A non-zero parameter tells the library to prepare for an uploadCUl. OPT_READBTA and
CURLOPT_INFILESIZE_LARG#te also interesting for uploads.

CURLOPT_MAXFILESIZE
Pass a long as paramet&his allovs you to specify the maximum size (in bytes) of a file tordo
load. If the file requested is tgr than this &lue, the transfer will not start and CURLE_FILE-
SIZE_EXCEEDED will be returned.

NOTE: The file size is not alays knawvn prior to devnload, and for such files this option has no

effect even if the file transfer ends up beingdar than this gen limit. This concerns both FTP
and HTTP transfers.
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CURLOPT_MAXFILESIZE_LARGE

Pass an df t as parameteiThis allovs you to specify the maximum size (in bytes) of a file to
download. If the file requested is ¢mr than this alue, the transfer will not start and
CURLE_FILESIZE_EXCEEDED will be returnedlhis does not yet support ¢gr files on Vih-
dows. (Added in 7.11.0)

NOTE: The file size is not alys knavn prior to devnload, and for such files this option has no
effect even if the file transfer ends up beingdar than this gen limit. This concerns both FTP
and HTTP transfers.

CONNECTION OPTIONS
CURLOPT_TIMEOUT

Pass a long as parameter containing the maximum time in seconds that yothalldcurl trans-

fer operation to ta& Normally name lookups can taka onsiderable time and limiting operations
to less than a fe minutes risk aborting perfectly normal operations. This option will cause curl to
use the SIGALRM to enable time-outing system calls.

NOTE: this is not recommended to use in unix multi-threaded programs, as it uses signals unless
CURLOPT_NOSIGAL (see abee) is <t.

CURLOPT_LON_SPEED_LIMIT

Pass a long as parametércontains the transfer speed in bytes per second that the transfer should
be belov during CURLOPT_LQV_SPEED_TIMEseconds for the library to consider it toovslo
and abort.

CURLOPT_LON_SPEED_TIME

Pass a long as parametdr contains the time in seconds that the transfer should bev ik
CURLOPT_LQV_SPEED_LIMITor the library to consider it too sioand abort.

CURLOPT_MAXCONNECTS

Pass a long. The set number will be the persistent connection cache size. The set amount will be
the maximum amount of simultaneously open connections that libcurl may cachelt 35, and

there isnt much point in changing thisalue unless you are perfectiwae of hav this work and
changes libcurs behaviour. This concerns connection usingyaof the protocols that support per
sistent connections.

When reaching the maximum limit, curl uses @gRLOPT_CLOSEPOLICY figure out which
of the isting connections to close to peat the number of open connections to increase.

NOTE: if you already hee performed transfers with this curl handle, setting a smaller MAX-
CONNECTS than before may cause open connections to get closed unnecessarily

CURLOPT_CLOSEPOLICY

Pass a long. This option sets what pglitbcurl should use when the connection cache is filled and
one of the open connections has to be closed t@ m@kn for a ne connection. This must be
one of the CURLCLOSEPOLICY_* defines. Use CURLCLOSEPOL-
ICY_LEAST RECENM. USEDto male libcurl close the connection thaaw/least recently used,
that connection is also leastdily to be capable of re-use. USRLCLOSEPOLICY_OLDES®
male libcurl close the oldest connection, the one thed areated first among the ones in the con-
nection cache. The other close policies are not support yet.

CURLOPT_FRESH_CONNECT

libcurl 7.11.0

Pass a long. Set to non-zero to redke net transfer use a me(fresh) connection by force. If the
connection cache is full before this connection, one of tistirg connections will be closed as
according to the selected or delt poligy. This option should be used with caution and only if you
understand what it does. Set this to 0 teeh#bcurl attempt re-using anxisting connection
(default behaior).
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CURLOPT_FORBID_REUSE
Pass a long. Set to non-zero to reake net transfer &plicitly close the connection when done.
Normally, libcurl keep all connections &k when done with one transfer in case there comes a
succeeding one that can re-use thérhis option should be used with caution and only if you
understand what it does. Set to O twenkbcurl keep the connection open for possibly later re-use
(default behaior).

CURLOPT_CONNECTTIMEOUT
Pass a long. It should contain the maximum time in seconds that yau thkkoconnection to the
sener to talke. Thisonly limits the connection phase, once it has connected, this option is of no
more use. Set to zero to disable connection timeout (it will then only timeout on the syister’
nal timeouts). See also tJRLOPT_TIMEOUoption.

NOTE: this is not recommended to use in unix multi-threaded programs, as it uses signals unless
CURLOPT_NOSIGAL (see abee) is <t.

CURLOPT_IPRESOYE
Allows an application to select what kind of IP addresses to use when resolving host names. This

is only interesting when using host names that resaldresses using more than orersion of
IP. The allaved \alues are:

CURL_IPRESONVE_WHATEVER
Default, resoles addresses to all IRngions that your system alls.

CURL_IPRESOVE_V4
Resole to ipv4 addresses.

CURL_IPRESONVE_V6
Resole to ipv6 addresses.

SSL and SECURITY OPTIONS
CURLOPT_SSLCER
Pass a pointer to a zero terminated string as paraniédterstring should be the file name of your
certificate. The detfult format is "PEM" and can be changed vBliRLOPT_SSLCERTTYPE

CURLOPT_SSLCERTYPE
Pass a pointer to a zero terminated string as paranmiéterstring should be the format of your-cer
tificate. Supported formats are "PEM" and "DERAdded in 7.9.3)

CURLOPT_SSLCERPASSWD
Pass a pointer to a zero terminated string as paranietetl be used as the pasevd required to
use theCURLOPT_SSLCERGertificate.

This option is replaced b URLOPT_SSLKEWSSWDand should only be used for backa
compatibility You never needed a pass phrase to load a certificateytu need one to load your
private key.

CURLOPT_SSLKEY

Pass a pointer to a zero terminated string as paraniédterstring should be the file name of your
private key. The defult format is "PEM" and can be changed viliRLOPT_SSLKEYTYPE

CURLOPT_SSLKEYTYPE
Pass a pointer to a zero terminated string as paraniéterstring should be the format of your pri-
vate key. Supported formats are "PEM", "DER" and "ENG".

NOTE:The format "ENG" enables you to load thevpie key from a crypto engine. in this case

CURLOPT_SSLKEYs used as an identifier passed to the engioe. ive © st the crypto
engine withCURLOPT_SSL_ENGINE
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CURLOPT_SSLKEYRSSWD
Pass a pointer to a zero terminated string as paranietetl be used as the pasevd required to
use theCURLOPT_SSLKErivate key.

CURLOPT_SSL_ENGINE
Pass a pointer to a zero terminated string as paranieteill be used as the identifier for the
crypto engine you ant to use for your prate key.

NOTE:If the crypto deice cannot be loade@URLE_SSL_ENGINE_NGOUNDis returned.

CURLOPT_SSL_ENGINEDEAULT
Sets the actual crypto engine as thedkffor (asymetric) crypto operations.

NOTE:If the crypto deice cannot be ssCURLE_SSL_ENGINE_SEARED is returned.

CURLOPT_SSKERSION
Pass a long as paramet&et what ersion of SSL to attempt to use, 2 or 3. Byaddtf the SSL
library will try to sole this by itself although some serg malk this difficult why you at times
may hae o use this option.

CURLOPT_SSL_VERIFYPEER
Pass a long that is set to a zemue to stop curl fromerifying the pees certificate (7.10 starting
setting this option to non-zero by deft). Alternatecertificates to &rify agninst can be specified
with the CURLOPT_CAINFQoption or a certificate directory can be specified with GluR-
LOPT_CARTH option. Asof 7.10, curl installs a daf@lt bundle. CURLOPT_SSL_VERIFY
HOSTmay also need to be set to 1 or CWRLOPT_SSL_VERIFYPEERdisabled (it defults
to 2).

CURLOPT_CAINFO
Pass a char * to a zero terminated string naming a file holding one or more certificaggy/tthe
peer with. This only mads sense when used in combination with @¢RLOPT_SSL_VERI-
FYPEERoption.

CURLOPT_CARTH
Pass a char * to a zero terminated string naming a directory holding multiple CA certificates to
verify the peer with. The certificate directory must be prepared using the openssl c_rehash utility
This only males sense when used in combination withGRERLOPT_SSL_VERIFYPEKERtion.
The CURLOPT_CARTH function apparently does notovk in Windows due to some limitation
in openssl. (Added in 7.9.8)

CURLOPT_RANDOM_FILE
Pass a char * to a zero terminated file name. The file will be used to read from to seed the random
engine for SSL. The more random the specified file is, the more secure the SSL connection will
become.

CURLOPT_EGDSOCKET
Pass a char * to the zero terminated path name to the Bri@ajnering Daemon soek It will be
used to seed the random engine for SSL.

CURLOPT_SSL_VERIFYHOST
Pass a long. Set if we shoulerify the Common name from the peer certificate in the SSL hand-
shale, set 1 to checkxestence, 2 to ensure that it matches thevigeml hostname. This is by
default set to 2. (deiult changed in 7.10)

CURLOPT_SSL_CIPHER_LIST
Pass a char *, pointing to a zero terminated string holding the list of ciphers to use for the SSL
connection. The list must be syntactly correct, it consists of one or more cipher strings separated
by colons. Commas or spaces are also acceptable sepauttootobs are normally used, , — and
+ can be used as operatorsalil examples of cipher lists include 'RC4-SHASHA1+DES’,
'TLSv1’ and 'DEFAULT’. The detult list is normally set when you compile OpenSSL.
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You'll find more details about cipher lists on this URL:
http://wwwopenssl.ag/docs/apps/ciphsthtml

CURLOPT_KRBA4LEVEL
Pass a char * as paramet&et the krb4 security e, this also enables krb4vareness. Thiss a
string, 'clear’, safe’, ‘confidential’ or 'pwate’. If the string is setlit doesrnt match one of these,
‘private’ will be used. Set the string to NULL to disablerleros4. The deberos support only
works for FTP

OTHER OPTIONS
CURLOPT_PRIMTE
Pass a char * as parametgointing to data that should be associated with this curl haridie.
pointer can subsequently be retdg using curl_easy gtinfo with the CURLINFO_PRI¥TE
option. libcurl itself does nothing with this data. (Added in 7.10.3)

RETURN VALUE
CURLE_OK (zero) means that the optiorasvset properlynon-zero means an error occurred as
<curl/curl.h> defines. See tHébcurl-errors.3man page for the full list with descriptions.

SEE ALSO
curl_easy init(3), curl_easy cleanup(3),
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